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Efficient Transmission of DoD PKI
Certificates in Tactical Networks-

Sean R. O'Melia
MIT Lincoln Laboratory
244 Wood Street
Lexington, MA, USA
sean.omelia@Il.mit.edu

ABSTRACT

In tactical networks, transmission of DoD PKI digital certifi-
cates can create unnecessary burden on low-bandwidth links,
increase response time for users, and drain radio power. In
this paper we present a simple and practical approach to
alleviating this problem. We develop a DoD PKl-specific
compression dictionary that can be used to prime general-
purpose compression of certificates, resulting in a significant
reduction of certificate sizes. We evaluate this approach us-
ing a sizable and diverse dataset of real DoD PKI certificates.
Our evaluation suggests that the transmission and storage
sizes of DoD PKI certificates can be reliably reduced by
about 50%.

Categories and Subject Descriptors

K.6.5 [Management of Computing and Information
Systems]|: Security and Protection

General Terms

Security, Performance

Keywords

Public key infrastructure, constrained networks, data com-
pression

1. INTRODUCTION

Department of Defense (DoD) Public Key Infrastructure
(PKI) underlies and enables much of the department’s se-
cure network operations. As part of this infrastructure, indi-
viduals and devices are issued long-lerm digital certificates.
Existing and emerging DoD applications and protocols rely
on such certificates to protect communication of individuals
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and devices, and to control their access to data and services.
Consequently, applications and services frequently commu-
nicate DoD PKI certificates.

In tactical networks, transmitting digital certificates can
create unnecessary burden on low-bandwidth links, increase
response time for users, and drain radio power. In this pa-
per we present a simple and practical approach to alleviating
this problem. Our approach exploits the fact that DoD PKI
certificates are minted according to a handful of common
profiles, resulting in a lot of redundancy across different cer-
tificates.

Our approach uses general-purpose data compression, ap-
plied to certificates either at the application level or at a
network proxy. However, simply compressing individual cer-
tificates, while providing some benefit, does not take advan-
tage of the vast redundancies present across DoD PKI cer-
tificates. Our idea is to take advantage of these redundancies
by priming general-purpose data compression with a special
pre-placed dictionary that contains representative elements
from DoD PKI certificates.

Our results demonstrate that such a dictionary, though
constructed from a small sampling of DoD PKI certificates,
can significantly improve compression of other DoD PKI cer-
tificates drawn from across the entire DoD. Specifically, the
sizes of current DoD PXKI certificates are reduced from about
1077 bytes to 500-700 bytes. Emerging NSA Suite B [17]
certificates that are based on Elliptic Curve Cryptography
(ECC) are reduced by 55% on average from 828 bytes to
only 370 bytes.

Given that certificates are communicated frequently by
applications and services, such reductions of certificate sizes
can result in significant aggregate benefits for wireless links.
In section 2 we present a number of motivating examples
where such savings are important.

Our contributions can be summarized as follows:

1. We present results of a carefully designed experiment
that studies the effects of data compression on DoD
PKI certificates, using a sizable and diverse dataset of
real DoD PKI certificates.

2. We establish the feasibility of developing and standard-
izing a relatively small DoD PKI-wide dictionary that,
when used with general-purpose data compression, can
significantly reduce the size of DoD PKI certilicates,
drawn from across the DoD.

3. We developed a generic software utility for construct-
ing a compression dictionary from a sampling of digital
certificates. The resulting dictionary contailisajommon
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elements found in multiple certificates and is useful in
priming compression of other, similar certificates.

Outside of demonstrating benefits of a standard DoD PKI-
wide compression dictionary, our approach is ideally suited
for focused tactical applications that use special-purpose
PKI, such as future secure Small Unmanned Aerial Systems
(SUAS).

Though this paper focuses on DoD) PKI, note that the
presented approach of using generic data compression and a
domain-specific pre-placed dictionary applies to many other
standard message types used in the DoD, such as Net-Centric
Enterprise Services (NCES) [16], Cursor on Target (CoT)
[2], and the emerging DoD’s Key Management Infrastruc-
ture (KMI) [10]. Quantifying the benefits of our approach
applied to these other domains is outside the scope of this
paper and is subject to possible future work.

After presenting several motivating examples in the next
section, the rest of the paper is organized as follows: In sec-
tion 3 we provide relevant background about DoD PKI and
data compression. Insections 4 and 5 we describe the experi-
ment set-up and analysis results. In section 6 we also analyze
compressibility of Certificate Revocation Lists (CRLs) and
of the emerging NSA Suite B Elliptic Curve Cryptography
certificates. In section 7 we discuss practical deployment of
compression aided by pre-placed dictionaries. In section 8
we conclude.

2. MOTIVATING EXAMPLES

Below we draw examples from a wide range of tactical
situations that involve frequent use and transmission of dig-
ital certificates: from controlling access to unmanned aerial
vehicle (UAV) video feeds, to secure session establishiment
in tactical networks, to access verification for web services,
to secure email messaging, to bulk certificate transfer to
forward-deployed units.

2.1 Secure UAV Operation

Consider a scenario where warfighters’ remote video ter-
minals (RVTs) need to authenticate to UAVs' in order to
be granted access to the UAVs' video feeds. In the near
future such authentication will likely be accomplished with
certificates. Since the uplink from an RVT to a UAV is low
bandwidth, and both devices are battery-powered, reducing
the certificate size with compression prior to its transmission
would result in faster response time for the warfighter and
better utilization of the batteries.

Another emerging concept is to use small UAVs (SUAVs)
as routers to enable communication among warfighters on
the ground, in the air, and at sea. For example, warfighters
may utilize SUAVs for sending text chat messages to each
other or jointly annotating and interacting over a shared
map. Similarly to the above example, authentication and
access control will be accomplished with digital certificates,
which will have to be transmitted by warfighters’ termi-
nals up to SUAVs via low-bandwidth and power-constrained
links.

2.2 Tactical Net-Centric Operations

More generally, outside of the UAV domain, the vision of
network-centric warfare (NCW) calls for collaboration and

Lor to their controlling stations via the UAVs’' comm chan-
nels

information sharing among warfighters.

For warfighters at the tactical edge, a part of this collabo-
ration and information sharing is accomplished by accessing
DoD websites and web services via standard applications,
interfaces, and protocols over constrained radio links. All of
such accesses involve transmissions of DoD PKI certificates
during session establishment. For example, every secure
email message carries the sender’s PKI certificate, or every
time a warfighter accesses a DoD website, there is an ex-
change of certificates between the warfighter's web-browser
and the DoD’s web-server.?

As another example, mobile ad-hoc networks (MANETS)
play a considerable role in the envisioned NCW operations.
Security of MANETS naturally relies on frequent transmis-
sion of certificates for verifying identities of participating
MANET nodes.

2.3 Bulk-transfers of certificates in-theater

Forward-deployed, tactical units that execute missions
without real-time connectivity to the global DoD network
typically rely on daily transfers of information via a satel-
lite link to their network-connected system(s). As part of
such transfers, certificates and CRLs that are relevant to
upcoming missions are likely to be transferred in bulk.

In summary, there are many compelling situations that
highlight the importance of reducing overhead of certificate
transmissions in tactical networks.

3. BACKGROUND

In this section we summarize relevant information about
DoD PKI and data compression.

3.1 DoD PKI

Confidentiality, integrity, and authenticity of data are cru-
cial to the security of DoD information operations. Public
key infrastructure has been established to facilitate secure
electronic communications between entities throughout the
DoD [8]. In general, PKI applies asymmetric cryptography
to protect information disseminated among members of an
organization. It also provides facilities to obtain and ver-
ify users’ information in a directory. The most important
components of PKI from a user perspective are digital cer-
tificates. A digital certificate is a data structure that binds
a public cryptographic key to an identity. The public key is
typically based on a well-known asymmetric cryptographic
algorithm such as the Rivest-Shamir-Adleman (RSA) algo-
rithm [21]. Identity information consists of a number of
metadata fields describing the subject entity. The public key
and identity metadata are bound together through the use
of a digital signature [15], applied by the Certificate Author-
ity (CA) that issued the certificate. CAs themselves possess
their own certificates for verifying their identities that are
in turn signed by higher-level CAs. This so-called “chain of
trust” extends up the PKI hierarchy to a Root CA at the
topmost level and is intended to provide assurance of the
authenticity of a digital identity.

Digital certificates in PKI are structured in accordance
with the X.509 standard [13] created by the International
Telecommunication Union’s Standardization Sector (ITU-
T). A general profile for X.509 certificates is specified in

2 A study performed by Lincoln Laboratory staff (to be pub-
lished) shows that certificates comprise the majority of net-
work traffic transmitted during a secure web session.



Basic metadata fields:
version, serial #, issuer, subject, validity

Public key algorithm (RSA)

Public key (modulus & exponent)

Extension fields:

key usage

certificate policies
authority info access
CRL distribution points

Signature algorithm (SHA1-with-RSA)

Signature (bit string)

Figure 1: Sample profile for RSA-based certificates
within DoeD PKI. Lightly shaded areas indicate cer-
tificate metadata that is mostly human-readable.

RFC 5280 [3], published by the Internet Engineering Task
Force (IETF). Certificates in the X.509 format are required
to contain a number of basic fields, including version, se-
rial number, issuer, subject, validity, public key, and the
algorithm associated with the public key. Starting with ver-
sion 3, X.509 certificates may have zero or more extension
fields, specifying for example key usage, certificate policies,
authority information access, and subject and authority key
identifiers.

In this paper, we use the term profile to refer to the format
structure of a given certificate, specifying the types of the
metadata fields and the cryptographic algorithms. Several
extension fields, including Authority Key Identifier, Certifi-
cate Policies, and Authority Information Access, contain val-
ues common among all certificates originating from the same
CA.

Fig. 1 illustrates a profile for RSA-based digital certifi-
cates issued by DoD CAs [23]. Whereas the individual fields
are not detailed in the figure, we emphasize the distinction
between human-readable text in the metadata fields and
the random-appearing bytes in the public-key and digital-
signature fields. The sizes of labeled sections in the figure
are approximately proportional to their sizes in an actual
certificate. Certificates constructed using this profile would
contain about 63 percent human-readable metadata and 37
percent random-appearing data in the public-key and signa-
ture fields.
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Figure 2: Distribution of DoD organizations in our
dataset

3.2 Data Compression

The purpose of data compression is to decrease the size of
given data by removing redundancies within it. Data com-
pression may be either lossless, where data must be decom-
pressible into its original form, or lossy, in which case some
fidelity with respect to the original data may be lost. When
compressing digital certificates for storage and transmission
in any environment, lossless compression is essential in or-
der to preserve the integrity of the certificate data. Many
lossless compression libraries exist and most could have been
used in this project.

We chose the zlib compression library [25], which is free
from patents and implements lossless compression [5, 4] that
is independent of CPU architecture, operating system, and
file system. The zlib library combines the Lempel-Ziv com-
pression algorithm [24] and Huffman coding [12], resulting in
compression performance that is on par with the best com-
pression methods. In the worst case where the input data
cannot be effectively compressed, it is expanded at a ratio
of five bytes per 16-kilobyte block, or 0.03 percent.

The zlib library includes a feature for initializing the (de)-
compression processes with a pre-placed dictionary; com-
pression performance improves when the dictionary contains
byte strings that are likely to appear in the input data to
be compressed /decompressed. The compressor and decom-
pressor must be initialized with the exact same dictionary;
otherwise, the decompressor will not be able to properly re-
cover the data.

4. EXPERIMENTAL STUDY

In this section, we overview first our DoD PKI certilicate
dataset and then our approach for generating a pre-placed
dictionary to aid DoD PKI certificate compression.

4.1 Certificate dataset

All certificates in our dataset were retrieved through the
DoD Global Directory Service [7]. By design, the dataset
contains a representative cross-section of the DoD PKI cer-
tificate space, ranging across different CAs and organiza-
tions. Specifically, as shown in Fig. 2, our dataset represents
22 different Organizational Units as specified in each certifi-
cate’s Subject field. The armed forees, including Army,



Air Force, Coast Guard, Marine Corps, and Navy represent
about half of the entire certificate dataset.

Also by design, the collection of certificates to be used for
pre-placed dictionary generation is separated in the dataset
from that to be used for compression testing. The former
one consists of 192 certificates with the last name Smith,;
the testing collection consists of 170 certificates with the last
name Johnson. Both collections have been assembled in a
way to ensure that our experimental results would translate
to similar results if our approach were to be deployed in real
tactical environments.

Our investigation of the collected certificates revealed that
all certificates specify Key Encipherment in the KeyUsage
extension field and are signed by a DoD E-mail CA, with the
SignatureAlgorithm being RSA-SHA-1 [23]. These fields
indicate that the certificates are intended for use with secure
e-mail.

Furthermore, we found that many certificates have very
common structure across different organizations, and across
many CAs. We were able to group all of the certificates into
four profiles: A, B, C, and D.

Profile C Profile AB

L CA-11 wCA-12

CA-13 “CA-15

L CA-16 ~ CA-17
CA-18  CA-19
CA-20  CA-23
CA-24

Figure 3: Distribution of Certificate Authorities in
our dataset

Certificates is Profile A and Profile B include a 1024-bit
RSA public key and 1024-bit signature [23], [9]; their meta-
data fields comprise about 75 percent of the total certifi-
cate size. The sole difference between these two profiles is
the presence of an additional 20-byte-long metadata field in
Profile B, called SubjectDirectoryAttributes. Because of
their similarity, we combined the Profile A and Profile B
certificates into one category: Profile AB. Profile AB has
121 certificates, averaging 1077 bytes in size.

Certificates in Profile C are structured somewhat differ-
ently: each certificate contained a 2048-bit signature [23],
[9] and its metadata fields comprise about 63 percent of the
total certificate size. The smaller amount of metadata in
this profile offsets the larger digital signature, leading to an
average certificate size of 1077 bytes, same as in Profile AB.
Profile C is the dominant category in our dataset (237 cer-
tificates).

Profile D certificates have structure very similar to Profile
A except for public key and signature sizes of 2048 bits each
[23], [9]. Such certificates are only starting to be used in the
DoD) PKI [23]. We were unable to locate a sufficient number
of certificates in this profile (only 4 out of 362 collected), and

as the result excluded Profile D certificates from the study.

Fig. 3 illustrates the distribution of CAs throughout our
dataset and highlights which CAs use Profile AB and which
use Profile C. The ratio of Profile AB certificates to Profile
C certificates throughout the entire dataset was 33.8 percent
to 66.2 percent.

4.2 Dictionary creation

In order to evaluate how much savings in storage and
transmission can be achieved by applying dictionary-aided
compression to digital certificates, we designed and con-
ducted several compression experiments with differently con-
structed dictionaries. The resulting sizes of these compressed
certificates were compared to their uncompressed sizes and
to their compressed sizes under the case where no pre-placed
dictionary was in use.

A naive approach: The most basic approach for creat-
ing the dictionary is to place complete certificates in the
dictionary with the idea that their substrings are likely to
appear in other certificates to be compressed. This approach
has two major flaws. First, since the compressor’s memory
buffer is limited to 32 kilobytes of data, such a dictionary
would contain only about 30 certificates before the buffer is
completely filled, thus making it impossible to have broad
representation of entities across the DoD. Second, a signifi-
cant amount, though not a majority, of a certificate’s data
is comprised of the public key and digital signature, which
have no similarity with other certificates and hence would
not help compression.

A better approach: Better use can be made of the available
memory buffer space by simply extracting metadata from
several certificates and constructing a dictionary by concate-
nating these substrings. Whereas this approach admits more
useful data into the initialized memory buffer, there are still
some metadata fields whose values are unique to an individ-
ual certificate or a very small number of certificates. These
include, but are not limited to, the CommonName portion of
the Subject field, SubjectKeyIdentifier, SubjectAlter-
nativeName, and even the validity fields (NotBefore and No-
tAfter time-stamps). Since these particular substrings will
have low chance of occurrence in other certificates, they can
be excluded from the dictionary. Furthermore, some certifi-
cates may share a relatively large amount of common data,
usually related to a common CA, such as Issuer (includ-
ing CommonName), AuthorityKeyIdentifier, AuthorityIn-
foAccess, and CRLDistribution- Points. These duplicate
substrings need only be represented once in the dictionary.
These fields are expected to aid compression significantly
since they reflect redundancies among groups of certificates
from common origins.

In this paper we report the results of using a pre-placed
compression dictionary that contains unique values of fre-
quently occurring certificate metadata. Since it is expected
that random-looking data will not compress well, we also in-
vestigated the effect of dictionary-aided compression specif-
ically on the portions of certificates that would actually be
compressible; that is, the various metadata fields contained
in the certificates.

4.3 Software Tools

We used zlib (v1.2.3) for all data compression operations.
A simple wrapper program was written in C to specify tar-
get files to be compressed as well as dictionaries on the com-



mand line. To extract individual fields from certificates, we
used the X.509 subset of the C API included with OpenSSL
(v1.0.0-beta2) [18]. Dictionary generation and bulk certifi-
cate compression tests were handled through scripting in
bash and Perl. All tests were performed on a MacBook Pro
running Mac OS X (v10.5.8).

5. RESULTS AND ANALYSIS

Results of the compression tests, graphed in Figs. 4 and 5,
show the average sizes for the indicated profiles in uncom-
pressed form, compressed form without a pre-placed dic-
tionary, and compressed form with the aid of a pre-placed
dictionary, as described in section 4.2. In each graph, the
left column represents the 51 certificate test samples in Pro-
file AB, and the right column represents the 118 samples
in Profile C. The lower portions of each column show the
mean results of compressing Johnson certificates in Profile
AB (C) using dictionaries created from Smith certificates
in Profile AB (C). Error bars for each data series indicate
one standard deviation above and below the mean. The
small sizes of the error bars indicate very little variation in
certificate sizes and compression results across the dataset.

Fig. 4 shows results for full certificates. Profile AB cer-
tificates were on average compressed from 1077 bytes to 829
bytes without the dictionary, and to 532 bytes with the dic-
tionary. As for Profile C certificates, compression without
the dictionary led to a size reduction from 1077 bytes to 887
bytes, and dictionary-aided compression reduced the average
certificate size to 681 bytes. It can be seen that certificates
in Profile AB have better compression results than those in
Profile C, both with and without the dictionary. This is due
to the fact that Profile AB certificates have a greater propor-
tion of metadata than Profile C certificates. The graph also
shows that compression with the aid of a dictionary achieves
approximately twice the space savings achieved when com-
pressing certificates without a pre-placed dictionary.

bytes  Average certificate sizes (RSA)
1200

@ uncomp.
¥ no dict.
'w/ dict.

100.0% g

1000 +—— RGP
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Profile AB Profile C

Figure 4: Results of compression for DoD PKI
dataset, full certificates

Fig. 5 shows the mean results for compressing only the
metadata extracted from certificates. For the Profile AB
certificates, metadata was on average compressed from 809
bytes to 546 bytes without the dictionary, and to 250 bytes
with the dictionary. In Profile C, compression of metadata
without the dictionary led to a size reduction from 681 bytes
to 469 bytes, and dictionary-aided compression reduced the
average certificate size to 264 bytes. Uncompressed meta-
data as well as metadata compressed without the dictionary
are larger for Profile AB than Profile C due to the higher
amount of metadata in the Profile AB category. In relative
terms, the percentages resulting from compression without
the dictionary are about equal—67.5 percent for Profile AB
compared to 68.9 percent for Profile C. However, when com-
pressing with the aid of the dictionary, the absolute sizes in
bytes of compressed metadata for each category are approx-
imately equal. Thanks to the pre-placed dictionary, most of
the certificate metadata has been compressed out and con-
verted to their encoded representations.

bytes  Average metadata sizes (RSA)
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Figure 5: Results of compression for DoD PKI
dataset, certificate metadata only

The above experiments establish the compression results
that are likely to be observed in the real world when the
profiles of the certificates being compressed are represented
in the pre-placed dictionary; recall that we observed that
current DoD PKI certificates seem to all fit into a handful
(~ 4) of profiles.

For completeness, we also conducted a smaller-scale ex-
periment to mimic a situation in which the profiles of the
certificates being compressed are not represented in the pre-
placed dictionary: We compressed certificates from Profile
C using the pre-placed dictionary from Profile AB, and vice
versa. The results are presented in Table 1, along with
the results for using no pre-placed dictionary and using the
same-profile dictionaries. As expected, compression of the
certificates whose profiles are not represented in the pre-
placed dictionary leads to poorer results compared to using
the dictionary that includes the certificates’ profile. How-
ever, these results also show that using a wrong pre-placed



Table 1: Effects of cross-profile dictionary compres-
sion on certificate size (all figures are in bytes)

Dictionary
Dataset Uncomp. | none | AB C
AB, full cert. 1077 | 829 | 532 | 665
AD, metadata 809 | 546 | 250 | 382
C, full cert. 1077 886 | 717 | 681
C, metadata 681 | 469 | 299 | 264

dictionary can still be better than not using one at all.

6. OTHER PKI STRUCTURES

6.1 Certificate Revocation Lists

We briefly explored other types of X.509 structures ex-
pected to be disseminated in DoD PKI communications.
One type is the certificate revocation list (CRL), contain-
ing serial numbers and dates of invalidation for certificates
revoked by a particular CA. We tested the effect of zlib com-
pression on a set of CRLs from [7] and found that the com-
pressed aggregate size was only about 32 percent of the un-
compressed aggregate size. Since the individual CRL records
contain identical ASN.1-specific encodings [14], the compres-
sion algorithm is able to take advantage of a large amount
of redundancy within a single CRL, leading to good com-
pression performance, even without a pre-placed dictionary.

6.2 ECC certificates

Certificates currently issued by DoD rely on the RSA al-
gorithm. Going forward, DoD has a strong interest in transi-
tioning PKI to elliptic curve cryptography (ECC) [17], [10],
[23]. ECC requires smaller keys than RSA for the same
level of security because the types of arithmetic shortcuts
that can be applied to attacking RSA are not available in
ECC: 160-bit ECC keys give approximately the same level
of security as 1024-bit RSA keys. The reduced certificate
sizes that follow from the use of ECC can alleviate demands
placed on constrained networks, such as those where SUAS
are deployed.

Since real ECC certificates are not yet available from DoD
PKI, we generated a set of ECC device certificates according
to the standard NSA Suite B device certificate profile [23],
[22|, illustrated in Fig. 6. Each certificate was 828 bytes in
size on average and consisted of about 692 bytes (84 percent)
metadata with the rest accounted for in the public key and
signature. Even at these uncompressed sizes, the ECC cer-
tificates consume as much space as compressed RSA-based
certificates with 2048-bit keys, and have greater strength in
terms of “bits of security” [1].

We used our collection of ECC certificates to generate a
pre-placed dictionary and tested compression of the certifi-
cates using this dictionary, similarly to our main study. The
results are shown in Fig. 7. The certificates compressed
to about 649 bytes without a pre-placed dictionary, and to
about 370 bytes with the dictionary. The metadata in our
ECC device certificates compressed to 506 bytes without the
pre-placed dictionary, or to 227 bytes with the dictionary.
Compression rates in terms of percentage reduction are sim-
ilar to those achieved for the Profile AB RSA certificates.

Basic metadata fields:
version, serial #, issuer, subject, validity

Public key algorithm (ecPublicKey)

Public key (elliptic curve & point)

Extension fields:

key usage

certificate policies
authority info access
CRL distribution points

Signature algorithm (ECDSA-with-SHA256)

Signature (bit string)

Figure 6: Sample profile for NSA Suite B ECC-
based device certificates. Lightly shaded areas in-
dicate certificate metadata that is mostly human-
readable.

7. PRACTICAL DEPLOYMENT OPTIONS

In this section we discuss our considerations for practi-
cal deployment of pre-placed dictionaries for general data
compression in various operating scenarios. These deploy-
ment options are drawn across four dimensions. First, the
contents of the pre-placed dictionary may be targeted to a
specific domain or application, e.g. SUAS communications
using NSA Suite B device certificates. Alternatively, it could
be a standard dictionary for the entire DoD PKI.

Second, the point where (de)compression is applied in
the system depends on the structure of the network and
capabilities of participating nodes. For example, the dic-
tionary could be deployed at the application level on the
host system. We are concerned primarily with disadvan-
taged networks composed mainly of power- and bandwidth-
constrained systems. Under these circumstances, a better
option may be to deploy the dictionary at a gateway node;
an example is an intercepting prozy surrounding a disadvan-
taged communication link.

Third, any pre-placed dictionary to be used for data com-
pression should be known to all participating elements in
the network. In domain- or application-specific operating
environments, a static dictionary could be pre-installed onto
systems. In more dynamic environments, dictionaries may
need to be transferred prior to a communications session
through either a “push” operation by the session initiator or
a “pull” operation by the participating nodes using a uniform
resource indicator (URI) to obtain the dictionary. Another
possibility is the negotiation of which pre-placed dictionary
to use along with any associated parameters. In this sce-
nario, multiple pre-placed dictionaries are present on the
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Figure 7: Results of compression for ECC device
certificates

participating nodes, and the dictionary and version negoti-
ation could be integrated with already existing negotiations
for the application/protocol in use. For example, Trans-
port Layer Security (TLS) [6] and Extensible Messaging and
Presence Protocol (XMPP) [20] already include negotiation
of compression capabilities as part of their session establish-
ment. These can be extended to include pre-placed dictio-
nary negotiation.

Fourth, we consider how dictionaries and the messages
(de)compressed using these dictionaries may be formatted.
Several messaging protocols utilize Cryptographic Message
Syntax (CMS) [11] as the standard message format. CMS
is highly extensible and specifies a CompressedData message
structure [19]. This structure could be extended with a pa-
rameter such as a URT specifying a particular pre-placed dic-
tionary. We will consider for future work the specification of
pre-placed dictionary based compression for this and other
standard formats and submission of the developed proposals
as standards to the IETF.

8. CONCLUSIONS

As public key infrastructure becomes an increasingly im-
portant part of DoD information security, the problem of
storage and transmission overhead, especially in constrained
network environments, must be addressed. We have shown
general data compression to be an effective tool for reducing
size overhead associated with DoD PKI certificates. Com-
pression aided by a pre-placed dictionary provides further
improvement to compression rates and thus can be espe-
cially useful for constrained communication environments.

To summarize our results, we present in Table 2 aver-
age uncompressed and compressed (with dictionary) data
sizes for certificates using RSA and ECC cryptography. All
figures are in bytes. The top two rows for the RSA algo-
rithm reflect our main experiments described in sections 4
and 5, and the third row shows figures based on our anal-
ysis of NSA Suite B ECC device certificates. The results

demonstrate that using a pre-placed compression dictionary
leads to significant size reductions for all certificate types
explored. Depending on the type of certificate, our methods
can achieve compression rates of one-third to one-half space
savings.

Table 2: Results of dictionary-aided compression on
certificates using common choices for public-key al-
gorithms and sizes

Full certificate Metadata
Profile uncomp. | comp. || uncomp. | comp.
RSA Profile AB 1077 532 809 250
RSA Profile C 1077 681 681 263
ECC device 828 370 692 227

The intended future transition of DoD PKI from RSA to
ECC is motivated in part by shorter keys and certificates.
The compression-based approach presented here is comple-
mentary to this transition: ECC reduces the sizes of public
keys and signatures in certificates, while compression with a
pre-placed dictionary reduces the sizes of the metadata fields
in the certificates. The additional byte reduction thanks to
our approach is on par with the byte reduction obtained by
moving from RSA to ECC.
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